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Agenda

ωDb2 Logging System Overview
ÅBasic log record types and RBA/LRSNs
ÅParts and pieces of the logging system

ωConfiguring and Managing Db2 Log Resources
ÅLog Management Utilities and Commands

ωForensic analysis using the Db2 Log
ÅWho did what and when did they do it?



Db2 Logging System Overview

ωBasic Log Record Types



Basic Log Record Types

ωUnit of Recovery records ςprimarily for reversing data changes
ÅBegin UR
ωRBA of this record is known as the URID
ωWill be in the LRH (log record header) of all related records
ÅUNDO / REDO
ωDescribes a change to a database (insert, update, delete)
ωUsed to rollback a change when necessary
ÅREDO / UNDO
ωKnown as Compensation Records
ωUsed to reverse the rollback



Basic Log Record Types ςcont.

ÅEnd UR (end phase 2)
ωIndicates successful COMMIT or ROLLBACK and if Db2 completed all the 

associated work
ÅDatabase Exception Table (DBET) records
ω9ȄŎŜǇǘƛƻƴ ǎǘŀǘŜǎ ŀƴŘ ƛƳŀƎŜ ŎƻǇȅ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ άǎǇŜŎƛŀƭ ǘŀōƭŜ ǎǇŀŎŜǎέ ƛΦŜΦ 

DSNDB01.SYSUTILX
ωException states of any database, table space, index space, or partition
ωData pages that are logically in error (logical page list or LPL entries)
ωData pages that are physically in error (write error page or WEPR entries)



Basic Log Record Types ςcont.

ωCheckpoint records ςprimarily to reduce restart time
ÅWhen a predefined number of log records have been written or after a 

predetermined number of minutes has elapsed 
ÅSwitching between active logs
ÅEnd of a successful restart
ÅEnd of normal termination
ÅMany log records can be written for a single checkpoint
ωMinimum of Begin_Checkpointand End_Checkpoint

ωDatabase Page Set Control records - primarily deals with page sets
ωAllocation, Open, and Close



Db2 Logging System Overview ςcont.

ωPart and Pieces of the Db2 Logging System



Parts and Pieces of the Db2 Logging System

ωAllows for recovering from hardware, software and application errors

ωCombination of VSAM (KSDS & LDS) and sequential data sets
ÅBootstrap ςKSDS
ÅActives ςLDS
ÅArchive ςsequential

ωDual logging provides redundancy



Parts and Pieces of the Db2 Logging System ςcont.

ωBoot Strap Data Set (BSDS) Content
ÅRecords Active and Archive Logs
ωTime and RBA range each log covers

ÅInformation about other members in a Data Sharing group

ÅAdditional Information
ωARCHIVE LOG command
ωCHECKPOINT records
ωConditional Restart Records
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Parts and Pieces of the Db2 Logging System ςcont.

ωActive Logs
ÅDefault is 3 with a maximum of 93
ÅDb2 V11
ωMaximum size is 4GB 
ÅDb2 V12
ωIncreased maximum size from 4GB to 768GB (must be at FL M500 or higher)
ω192 times larger!
ωIncreased workloads result in Db2 far more log records
ωE.g. one customer created over 4 billion log records in a 12 hour period!
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Parts and Pieces of the Db2 Logging System ςcont.

ÅDb2 V12 ςcont.
ωExpanded RBA / LRSN is required
ωMust convert prior to migrating from Db2 V11 to Db2 V12

11



Parts and Pieces of the Db2 Logging System ςcont.

ωArchive Logs
ÅSequential data set on DASD or tape

ÅRange of log data on each archive is recorded in the BSDS

ÅMaximum number of archive logs is 10,000

ÅVirtual tape can speed up the offload process
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Parts and Pieces of the Db2 Logging System ςcont.

ωZPARM Settings
ÅDSN6LOGP ςLog Initialization Parameters
ωMax archives to be stored in the BSDS
ωSingle or Dual logging
ωLog Pool Buffer size
ωRead COPY2 Archive
ÅDSN6ARVP ςArchive Log Parameters
ωNames and attributes of archive log data sets
ÅDSN6SYSP ςSystem Initialization Parameters
ωCheckpoint Frequency



Parts and Pieces of the Db2 Logging System ςcont.
NOT LOGGED Implications
ωNOT LOGGED was introduced in Db2 v6 for LOBs only

ωExtended to all spaces in Db2 v9

ωGood for limited circumstances
ÅWhen the data can be recreated/recovered from a different source
Å!ǎ ŀ ǘŜƳǇƻǊŀǊȅ ƳŜŀƴǎ ŦƻǊ ŀ άƳŀǎǎέ ƻǇŜǊŀǘƛƻƴ
ÅMaterialized Query Tables usually created in a Table Space (TS) defined as NOT 

LOGGED



Parts and Pieces of the Db2 Logging System ςcont.
NOT LOGGED Implications ςcont.
ωCauses potential problems
ÅTS goes into ICOPY (informational copy pending) when table updated
ÅIf a ROLLBACK (or negative SQL code) occurs, TS goes in RECP (recover pending)
ÅIf you ALTER to LOGGED, the TS goes immediately into COPY (copy pending)
ÅAbnormal termination of Db2 and restart might cause problems
ωPages not externalized
ωNo log records available for restart

ωUse NOT LOGGED only after careful consideration!



Parts and Pieces of the Db2 Logging System ςcont.
LOB Logging
ωLOGGED LOBs do not log everything
ÅAll space map changes are logged regardless of NOT LOGGED setting
ÅAfter data images are LOGGED
ωINSERT data
ωUPDATE after data
ÅBefore data images are not LOGGED
ωUPDATE before images
ωDELETE images
ÅROLLBACK is accomplished by compensating the space map changes

ωBACKOUT RECOVERY cannot be used on LOBs



Db2 Logging System Overview

ωRBA / LRSNs



Db2 V11 Expanded RBA / LRSN

ωBasic format RBA / LRSN are 6 bytes
Å12 hex digits ςȄΩCCCCCCCCCCCCΩ
ÅEver increasing from the point of initialization

ωExpanded RBA / LRSN are 10 bytes
Å20 hex digits ςȄΩCCCCCCCCCCCCCCCCCCCCΩ
ÅMVS STCK (store clock) instruction
ÅMVS STCKE (store clock extended) instruction

ωExpanded is optional in Db2 V11 but is mandatory in Db2 V12!



Db2 V11 Expanded RBA / LRSN ςcont.

ωRBA increases from 6 to 10 bytes
ÅFULLWORD added in front (left) of the existing RBA
ÅRange increases from 2(48) to 2(80)

ÅFrom 281 TRILLION bytes ς281,474,976,701,656
ωTerabytes
ÅTo 1 Septillion ς1,208,925,819,614,629,174,706,176
ωYottabye
ÅȄΩ00000000rrrrrrrrrrΩ



Db2 V11 Expanded RBA / LRSN ςcont.

ωLRSN also increased from 6 to 10 bytes
ÅOne byte added before the existing LRSN
ωCovers approximately 36K years!!!
ÅExisting 6 byte LRSN
ÅThree bytes of precision added at the end (right)
ωCurrent LRSNhas ~16 microsecond precision (10-6)
ωCurrent z/OS STCKhas precision to ~244 picosecond (10-12)
ωSTCKE and Expanded LRSN has precision to ~953 femtoseconds (10-15)

ÅȄΩ00111111111111000000Ω


