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Agenda

wDb2 Logging System Overview
Basic log record types and RBA/LRSNs
Parts and pieces of the logging system

wConfiguring and Managing Db2 Log Resources
Log Management Utilities and Commands

wForensic analysis using the Db2 Log
Who did what and when did they do it?
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Db2 Logging System Overview

wBasic Log Record Types

= bmce



’ IDUG IDUG DB2 EMEA Tech Conference 3 #IDUGDB2

D

= Leading the DB2 User Lisbon Portugal | October 2017
Community since 1988

Basic Log Record Types

wUnit of Recovery recordasprimarily for reversing data changes
Begin UR
wRBA of this record is known as the URID
wWill be in the LRH (log record header) of all related records
UNDO / REDO
wDescribes a change to a database (insert, update, delete)
wUsed to rollback a change when necessary
REDO / UNDO
wKnown as Compensation Records
wUsed to reverse the rollback
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Basic Log Record Typesont.

End UR (end phase 2)

wlndicates successful COMMIT or ROLLBACK and if Db2 completed all the
associated work

Database Exception Table (DBET) records

WOIEOSLIiA2Y &Gl GSa FyR AYF3IS 0O02LB Ay
DSNDBO1.SYSUTILX

wEXxception states of arjatabase table space, index space, or partition

wData pages that are logically in error (logical page list or LPL entries)

wData pages that are physically in error (write error page or WEPR entries)
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Basic Log Record Typesont.

wCheckpoint recordg primarily to reduce restart time
When a predefined number of log records have been written or after a
predetermined number of minutes has elapsed
Switching between active logs
End of a successful restart
End of normal termination
Many log records can be written for a single checkpoint
wMinimum ofBegin_Checkpoirdnd End_Checkpoint

wDatabase Page Set Control recorgsimarily deals with page sets
wAllocation, Open, and Close
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Db2 Logging System Overvieycont.

wPart and Pieces of the Db2 Logging System
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Parts and Pieces of the Db2 Logging System

wAllows for recovering from hardware, software and application errors

wCombination of VSAM (KSDS & LDS) and sequential data sets
A Bootstrapc KSDS
A Activesc LDS
A Archivec sequential

wDual logging provides redundancy
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Parts and Pieces of the Db2 Logging Systeront.

wBoot Strap Data Set (BSDS) Content

A Records Active and Archive Logs
wTime and RBA range each log covers

A Information about other members in a Data Sharing group
A Additional Information
wWARCHIVE LOG command

wWwCHECKPOINT records
wConditional Restart Records
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Parts and Pieces of the Db2 Logging Systeront.

wActive Logs

A Default is 3 with a maximum of 93

ADb2 V11
wMaximum size is 4GB

A Db2 V12
wlncreased maximum size from 4GB to 768GB (must be at FL M500 or higher
w192 times larger!
wlncreased workloads result in Db2 far more log records
wE.g. one customer created over 4 billion log records in a 12 hour period!
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Parts and Pieces of the Db2 Logging Systeront.

A Db2 V1Z; cont.
wExpanded RBA / LRSN is required
wMust convert prior to migrating from Db2 V11 to Db2 V12
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Parts and Pieces of the Db2 Logging Systeront.

wArchive Logs
A Sequential data set on DASD or tape

A Range of log data on each archive is recorded in the BSDS
A Maximum number of archive logs is 10,000

A Virtual tape can speed up the offload process
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Parts and Pieces of the Db2 Logging Systeront.

wZPARM Settings

A DSN6LOGPLog Initialization Parameters
wMax archives to be stored in the BSDS
wSingle or Dual logging
wLog Pool Buffer size
wRead COPY2 Archive

A DSNB6ARV@Archive Log Parameters
wNames and attributes of archive log data sets

A DSN6SYSPSystem Initialization Parameters
wCheckpoint Frequency
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Parts and Pieces of the Db2 Logging Systeront.
NOT LOGGED Implications
wNOT LOGGED was introduced in Db2 v6 for LOBs only

wExtended to all spaces in Db2 v9

wGood for limited circumstances
A'When the data can be recreated/recovered from a different source

Ala | 0SYLIZNIXNEB YSIya F2NJ I ayYlaag 2
A Materialized Query Tables usually created in a Table Space (TS) defined as N
LOGGED
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Parts and Pieces of the Db2 Logging Systeront.
NOT LOGGED Implicatiogsont.

wCauses potential problems
A TS goes into ICOPY (informational copy pending) when table updated
AIf a ROLLBACK (or negative SQL code) occurs, TS goes in RECP (recover pe
AIf you ALTER to LOGGED, the TS goes immediately into COPY (copy pending
A Abnormal termination of Db2 and restart might cause problems
wPages not externalized
wNo log records available for restart

wUse NOT LOGGED only after careful consideration!
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Parts and Pieces of the Db2 Logging Systeront.
LOB Logging

wLOGGED LOBs do not log everything
A All space map changes are logged regardless of NOT LOGGED setting
A After data images are LOGGED
wWINSERT data
wUPDATE after data
A Before data images are not LOGGED
wUPDATE before images
wDELETE images
A ROLLBACK is accomplished by compensating the space map changes

wWBACKOUT RECOVERY cannot be used on LOBs
=bmce
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Db2 Logging System Overview

wWRBA / LRSNs
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Db2 V11 Expanded RBA / LRSN

wBasic format RBA / LRSN are 6 bytes
12 hex digtx EQCCCC@QCCCCCCC
Ever increasing from the point of initialization

wExpanded RBA / LRSN are 10 bytes
20 hex digitx EQCCCCCCCCcQCcCcccccccccecc
MVS STCK (store clock) instruction
MVS STCKE (store clock extended) instruction

wExpanded is optional in Db2 V11 but is mandatory in Db2 V12!
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Db2 V11 Expanded RBA / LR&bONt.

wRBA increases from 6 to 10 bytes
A FULLWORD added in front (left) of the existing RBA
A Range increases fronf®to 20
A From 281 TRILLION byte281,474,976,701,656

w Terabytes

ATo 1 Septilliorr 1,208,925,819,614,629,174,706,176
wYottabye

A EQRO00000 Q
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Db2 V11 Expanded RBA / LR&bONt.

wLRSN also increased from 6 to 10 bytes

A One byte added before the existing LRSN
wCovers approximately 36K years!!!

A Existing 6 byte LRSN

A
wCurrentLRSMas ~16 microsecond precision )0
wCurrent z/OS has precision to ~244 picosecond {40
wSTCKE and Expanded LRSN has precision to ~953 femtosecabjds (10

AEM111111111110 Q



